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Abstract
The criminal investigation of a computer, also known as computer forensic, presents
certain specific aspects due on the one hand to the particularitiesof the computer and, on the
other hand, to the volatile nature of the data that need to be preserved throughout the entire
investigations.
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Introduction

Informatic Cybercrimes represent the new challenge of criminal crime systems around
the world. This new type of crime is shown more and more often in official statistics, most
often associated with organised criminal group. This phenomena is included in the context of
an unprecedented development of information technology, the proliferation of computers and
a more widespread and easy access to internet.

The search is a procedural act meant to find alldat@bjects that contain or present
marks of a crime, corpus delicti, documents, kn@wvanknown to the judicial body and that
can serve to discovering the trdth.

As far as computer forensic is concerned, it iseaience process consisting in
searching through an informatics system or a datmage system by the criminal
investigation authorities to discover and colleleé tevidences needed to solve the case.
Computer forensic is usually ordered when reasenahlspicions exist that evidence
regarding the crime for which the criminal inveatign has been started can be found on the
informatics system or the data storage system Ficlwsearch has been ordered.

Committing a crime attracts the obligation of comepé judicial bodies to determine
all the circumstances referring to the person wdrarnitted the crime and to the crime itself.
To do so, criminal investigation bodies can ded¢mesend to court or not, depending on the
situation, the person who committed the crimeh# tase is sent to trial, the judges need to
establish the existence or inexistence of the crifecan only do so based on the presented
evidence.

In juridical literature, evidences have been defiras factual elements that have
informative relevance on any aspect of the crimicede, or actions or circumstances that
establish the existence of inexistence of factleahents that need to be taken into account.

Referring to digital evidence, they could be defires any sort of information or
‘traces’ of information stored, processed or traitiga in digital format using computerised

! Emilian StancuTratat de criminalisticd, 3rd edition, Universul juridic publishing, Buclest, 2004, p. 449.

2 Adrian Cristian MoisgMetodologia investigarii criminalistice a infracziunilor informatice, Universul juridic
publishing, Bucharest, 2011, p. 205.

3 Grigore Gr. Theodorwprept procesual penal, Cugetarea publishing,sia1996, p. 287.
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systems or communication networks and that canesew evidence of a crime being
committed or that helps identify the crimirtal.

Most frequently, digital evidence are found on ampater’s hard disk. These
evidences are volatile and non-volatile data.

Volatile data is any kind of data that could bet losce the power supply has been
interrupted® Non-volatile data are data that are stored andepved on the hard disk when
the computer is turned off.

All the objects that are found at the crime sceree @nsidered to be data and the
investigator is obliged to analyse and interpret dbjects to establish what information can
be obtained and which of them are relevant for ithestigation. The latter needs to be
collected as evidence.

As a consequence, field research is one of theiesi that essentially contribute to
accomplishing the objective of a criminal trial.

Field research represents the evidence processdhaists in the judicial body going
to the scene of the crime, the place where thdtrekthe crime was produced or where tracks
have been left, in order to observe the situatibitha scene of the crime, discover and
establish the tracks or marks of the crime andoéistathe position and state of the material
means of evidence, as well as the circumstancehiich the crime has been commitfed.

In the case of a cybercrime, a specialist or faceaspert in informatics must be part
of the investigating team due to the particulaoityhe following steps that must be taken.

Sep 1. Removing the suspect from the computer

It is of utmost importance for the investigatorsonare field searching for digital
evidence to remove the suspect from the computeis very likely for him to try to
completely destroy any evidence or at least toraetde it.

If, upon the arrival of the investigators at therse of the crime, the targeted computer
is turned on, there is a risk that the suspect osesof the numerous existing softwares to
codify his files, making the recovery of the evidemmore difficult, if not impossible.

Computer users today are more and more knowledgealaodifying or securing the
computer. Henceforth, it is not at all unlikely farsuspect to install or download a security
programme that deletes important evidence at th@lsi pressing of a key or a combination
of keys.

It is possible that these actions do not make passible to fully recover digital
evidence, but the formatting programme that rewrdeer the hard-disk of a computer can
make the process very long and expensive, duestadiianced equipment needed.

These deleting programmes are configured to allesv dhoice of a ‘hot key' that
launches formatting or a coding programme whensgek$

A hot key, often also called a shortcut key dudat$ocapacity to easily trigger an
action, represents a combination of keys that lawamcoperating programme.

The suspect’s advice are never taken in this matighere is a high chance they are
meant to lead to an opposite result then the otended by the investigator. They can
however be written down to check later on whetheytwere given with bad intentions.

Regardless of the method chosen by the investg&aboremove the suspect from the
computer (by use of force or by misleading), ibisitmost importance to forbid his access to

* Gheorghe-lulian lomi, Infracsiunile din sfera criminalitgsii informatice, Universul Juridic publishing,
Bucharest, 2011, p. 290.

® Dave Kleiman;The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Forensics Investigations,
Syngress, Burlington publishing, Massachusetts7200139.

® Gheorghii Matett, Procedurd penald, Partea generald, vol. Il, Chemarea publishing,sia1996, p. 177.

" Robert Moore Cybercrime: investigating high-technology computer crime, second edition, Elsevier inc.,
Oxford publishing, 2011, p. 206.
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the computer at any later point as well. He needset informed that the computer will be
properly handled by professional staff.

Sep two: Securing the scene of the crime

After having removed the suspect from the compui@re needs to be put in securing
the scene and starting the process of documertting i

The goal of this process is finding all potensalirces of digital evidence and taking
well-grounded decisions regarding which digitalderice will be kept at the scene of the
crime.

When investigators enter for the first time therse of the crime, it is important for
them not to be too restrictive in the initial inspeg process. Limiting themselves only to
specific objects can lead to lost opportunitiesvidences.

Digital evidence can be found in unexpected plasesh as digital photography
frames, watches or bracelets that are USB masagetaevices. It is also important to keep an
eye out to find certain passwords, important phoambers and any documents associated
with computers and their use. Many suspects wmerddetails and passwords of various
accounts. This is also valid for those who illegaltcess other people’s computers.

A complete investigation of the scene of the crimest take into account instruction
manuals for software and external drives. They fzmlitate the work of investigators,
offering them details about the hardware, softveare backups, details that can save a lot of
time.

At the same time, the presence of books dealinig @ading, digital evidence or other
technical subjects can help evaluate the techigities of the suspect and can determine
what exactly to look for in his computer.

During this phase, it is mandatory to take phaapfs or film objects that present
interest in their current state, including laptogsternal drives, video cameras and in general,
any electronic device that could have a link wita trime.

Both photo-cameras and video cameras can be iisedhowever preferred for the
investigating team to have a specific person videmrding the operation. This can be
particularly useful if the suspect pretends digiadence have been placed on purpose by the
investigators at the scene of the crime. The pevgum films the operation can also ensure a
360 degree image of the computer and the peripdekates attached to it.

If the investigators choose to use a traditionabtp-camera or a digital one, it is
important to take pictures of the suspect’s compwteen the warrant is executed. This will
allow investigators to come back on the later omh prove what programmes were operational
when the confiscation took place. In some casesetipictures can later be used to contradict
the suspect if he denies having been involvedparticular kind of activity.

The photograph of every object needs to clearlysgme the state in which the
respective object was discovered. Particular attermeeds to be given to all surrounding
elements, immortalising in images objects that @ontserial numbers, objects that are
deteriorated and different existent connections.

Certainly not least, the cables of the informasgstem are to be labelled so as to
allow a later correct reconnection and reassembly.

Sep three: Disconnecting any external control possibility

In this phase, all network connections in the respe building are observed and any
possibility to connect the computer to internet theseliminated.

These days, the investigator who confiscates a atenps very likely to discover a
wireless network. This can be problematic as wal@etwork routers can be placed

8 Eoghan CaseyDigital evidence and computer crime: forensic science, computers and the internet, third
edition, Elsevier inc. publishing, San Diego, Gaiifia, 2011, p. 241.
°R. Moore, op. cit., p. 208.
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anywhere in the building which is why the investigg team needs to use a programme that
detects networks. NetStubmbler is an example oh smcprogramme. It offers detailed
information on detected networks and the correspgnibuters, as well as on access points.
At the same time, currently, more and more cellq@socan detect the presence nearby
wireless networks. If an investigator discoversigeless network, he will have to disconnect
the network’s router, remove the network cable fritv router and the router also has to be
unplugged to guarantee that no files can be exathbgtween the respective computer and
another one.

Before a computer is disconnected from any networiknection, the investigator can
decide to photograph or video record the computateen and include notes regarding any
files or programmes that are downloading at thatmewtt or that have been recently
downloaded™

Sep four: Turning off the computer

If the investigators decide that turning off themguter is necessary to conserve
digital evidence, the method considered to be raffgtient is disconnecting the power cord
from the computer, rather than from the plug oubing the on/off button.

Removing the power cord from the back of the compig usually recommended to
avoid the possibility for an uninterruptible powarpply to continue supplying electricity to
the computet:

As far as laptops are concerned however, one shmmildemove its supply cord. This
would be insufficient as laptops operate on a dewdurce of power. They use electricity
from the plug, but most of the times, laptops dse aquipped with a backup battery for when
they are used far from an external power sourcendveng the cord will not be as efficient as
for computers, since this will only make the lapgtch to its alternative source of energy.
Henceforth, removing the power cord needs to bedatanily accompanied by removing the
battery (attached to the lower part of the laptop).

What happens though when we are faced with a rgnoomputer? It should be
mentioned that even if the screen is dark, the ectengan actually be on and active. Moving
the mouse can turn the monitor on, allowing ingedbrs to visualise the display of the
screen.

If a running computer had its power cord disconegcvolatile data would be deleted
and thus lost if not collected previously.

At the same time, problems related to coding cgreap It is possible for the system
or files not to be coded when the computer is mgnsuddenly unplugging it can trigger the
information’s coding, thus risking to lose the restive evidence?

Therefore, before turning off the system, the fwily steps need to be take:

- The screen will be photographed to record the ddisplayed when the

investigation was done,;

- Volatile data will be conserved,

- Animage copy of the confiscated hard-disk willdmne;

- The integrity of the image copy will be checkedctmfirm it is an exact copy of it,
by using a mathematical process called CRC (cyetiandancy checker).

The copy of the hard-disk is also called a clortee $Suspect’s disk will be known as
source-disk, while the disk on which it will be ok will be called destination-disk. It goes

9 R. Moore, op. cit., p. 210

1 E. Casey, op. cit., p. 251

12 3ohn Sammonghe basics of digital forensics, Syngress, Waltham publishing, Massachusetts, 30157
13D, Kleiman, op. cit., p. 146
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without saying that the destination-disk needsdweeha capacity at least equal to the one of
the source-disk, if not bigger.

As hard-disks are rather fragile, it is recommehti® make two such clones as a
backup measure. One of the clones will be use@ to\estigated, whereas the other one will
serve as backup. Ideally, all investigations aneedon the clone copy and not on the original.
As far as the court is concerned, a correctly olethiclone is as viable of an evidence as the
original *

In some situations, it is preferable to connectifler@nt keyboard and a different
mouse to the computer so as to conserve fingespaimd biologic evidenceé.

Sep five: Disassembling the computer

After disconnecting the computer from the powerrseu the next step for the
investigator is to disassemble the computer andgpeeit to be transported. Of course, when
only one computer exists, this greatly simplifidee tinvestigator's work. Occasionally,
however, executing the warrant can lead to cortiisg@everal computers. In these situations,
it is necessary to disassemble the computers im&weay that enables the re-assembly of any
computer in the laboratory.

It is recommended that every cable or device ixllab as soon as they are
disconnected from the back of the computer. A ladl@uld be applied to the cable or
respective device and another label should be stuckhe back of the computer on the
connecting port from where the device had been vecholf the investigator found a
computer with unused ports, these should be coweitbdcello tape and labelled as unuséd.

Sep six: Obtaining extra evidence from the scene of the crime

After disassembling the computer, the investigattais begin examinating the area,
looking to find other evidence that can have a liokhe confiscated computer. As it was
previously mentioned, these evidences could besdiSks, USB sticks, external hard-drives,
instruction manuals and other storage devices curdents related to using the computer.

Considering the small dimensions of memory carblese could easily be hidden
almost anywhere. For example, one such device dmikidden in a book, in a wallet, in the
lining of clothes etc.

One will take into account as well the possibiltty locate a potential list with
passwords. This could be stuck on various surfacasnd the location of the computer.

Once the digital data storage have been located YiSB memory sticks), measures
need to be taken to ensure files cannot be addéeleted from the device.

Sep seven: Preparing the evidence to be transported

Once all the evidences have been collected, theg teebe ready to be transported. If
plastic bags are used, it is important to keephttrel-disks and the storage devices in a bag
without static electricity to prevent deterioratioh the content. If the evidences are put in
boxes, wrapping materials is to be used to setiweamputer and the other devices.

Regardless of the chosen wrapping method, the ctnphbould not be placed in the
trunk of the police car. It should be put on thekbaeat of the car and taken to a secure
storage room. At least two arguments exist agéiestise of the trunk:

- The heat during warm months or extremely low terapges can affect digital

evidence;
- Electronic emissions — a lot of police car have igaent to control
communication and it can deteriorate the evidences.

143, Sammons, op. cit., p. 54
15E. Casey, op. cit., p. 250
®R. Moore, op. cit., p. 218-219
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Conclusions

The presence of a computer expert is absolutelgssacy and will ensure the right
steps are followed in executing a warrant for digévidence. Computer criminal forensic
experts need to have sufficient knowledge in comptichnology and understand how a
hard-disk is structured, how the file system wakd how data are recorded.
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