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Abstract

One area of particular interest, both the Europé#mon and Romania, is the border
issue, which requires the setting up of a commatitirtional framework that embodies all
specific courses of action across the EU.

The area of border control and Schengen cooperatinch is very important and at
the same time very sensitive, imposed at Commianwiy, a continuous development of legal
regulations in order to ensure effective securityhe EU's external borders.

Romania's geo-strategic position makes the Blaekabeindispensable part of Euro-
Atlantic security and prosperity. Many of transmaial threats facing Europe come from this
region. A big part of the area is dominated by emuit stagnation, unsafe and insecure
borders, organized crime activities and frozen etlwonflicts.
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Introduction

Romania’s accession to the European Union has teduh, among other things,
establishing new borders of the Community. ThusdRdmbecomes the eastern limit of the
European Union, an important factor, with high skan promoting the interests, values and
shared vision of the European space to these arttas,vector of interests of Western
democracies, and will support in the future difféaréorms of EU cooperation to other areas
of interest. In the process of accession Romaras, dssumed a number of responsibilities
regarding the security of these new borders, takiag to follow the rules and requirements
to ensure a secure environment within the Europdaion.

In this context, to support the primary objectivietioe Union's Justice and Home
Affairs, to " maintain and develop the Union asamea of freedom, security and justice in
which the free movement of persons is ensureddardance with appropriate measures on
border controls, asylum, immigration and the prei@mand combating of crime", Romania
consistently works for the progressive implemeotadbf the measures necessary to achieve
an appropriate level of security of its borders.

These measures are included in the Schengen aatpcd Romania was obliged by
the Treaty of Accession to the European Union toept fully it. After 1 January 2007,
Romania has entered a new phase, which involvesaprg and adopting the necessary
measures to eliminate internal border controls ®thgent to accession to the Schengen area
which is not coming even in 2014... certainly netduse of the border police.

1. Thedevelopment of theinternational security area

Romania is preparing systematically for Schengenession, while conducting
activities aimed at integration into the Europeamidd. European integration is based on the
concept of freedom based on human rights, democnastitutions and law enforcement.
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These common values have proved to be necessagsire peace and prosperity in the
European Union, constituting criteria for EU enkrgent.

Developments in the international security envirentmat the beginning of the century
and millennium, have radically changed the peroeptf threats to continental and global
security, which resulted in the review of a broat bf concerns, determining policy makers
and analysts advised to assert that “the world gbdih that a thorough cooperation, to
mobilize resources combating unconventional threats

The analysis of the development of contemporaryeties reveals that although the
intervention measures and the specialized agentisscial control have intensified against
acts of organized crime in many countries themerigsurgence and a duplication representing
a social problem whose way of expression and résalis of interest both for control factors
in the field, such as the police, judiciary and adstration, and public opinion.

Threats which a decade ago was considered quasimioas, speculations or
analytical assumptions were unlikely to materiahipe& become reality.

In the current international security cannot bersf in a geographical sense, new
challenges and new reality of national securityolaing the construction of a new vision,
which involves strengthening cooperation with ttiadial partners who share the same values
and goals. Without an integrated risk managemestesy (described in Chapter 3) and
vulnerabilities cannot achieve the national seguntinagement system and community. By
solving cases and observing the changes, police maposals to change the legal norms.

2. The European framework regarding border control

2.1 Legal Community instruments for border control

Area of border control and Schengen cooperationgtwis very important and at the
same time very sensitive, imposed at CommunitylJeweontinuous development of legal
regulations in order to ensure effective securitthe EU's external borders.

With the accession to the European Union, the Wondd#h Ukraine, Moldova and
Serbia (+ MN) became the external border of theogean Union. To secure this border, at
national level, there have been implemented mosthef objectives set out in policy
documents so that, currently, state border cowmindl surveillance is carried out in accordance
with the integrated model of border security.

Romanian border authorities as of January 1, 2Q@lyato border control and
surveillance principles applied by the European @aomity, as laid down in EU legal
instruments.

2.2 Common policy in the field of border control

Romania’ engagement in Schengen integration le@ tseries of changes aimed
essentially at creating legislative and structucampatibilities harmonizing Romanian
institutions with the EU Member States ones andibdish measures to ensure rapid
implementation of new decisions adopted withinlmgon.

One area of particular interest, both the Union Bodhania, is the border issue, which
requires the creation of a common institutionahfeavork that embodies specific courses of
action across the EU.

2.3. External border control

Member States shall designate national serviceeorices in respect of the staff
responsible for the control of border crossingsaasordance with their national laws. They
will have to ensure staff and resources so as sarerefficient, high and uniform checks at
external borders.

Schengen Catalogue states: External borders cpmxtdadition and readmission:
Best practices and recommendations stated thattieBeborder surveillance and control
requires adapting the number of staff in risk assent by analysis”.

Schengen Catalogue recommended that staff intetededntrol border crossings to
undergo a course on their future tasks, which showlude: knowledge of the provisions of
the EU / EC relevant basic rules and proceduresjrdent control ( validity, forgery ), entry
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rules, stay and exit from the country, coordinateomd cooperation with other agencies,
special cooperation between states in the Scheimgemal borders, police cooperation, the
Schengen Information System, judicial cooperation.

However, it is recommended to continue traininghe future, meaning that member
institutions should provide programs and facilits#éscentral and local level to assist staff by
providing education and training on relevant issndbeir work.

In Romania border crossing points are under thersiiiation of the Ministry of
Internal Affairs which coordinates the border cohtactivity and ensures public order
through Romanian Border Polfce

2.4. Abolition of controls at internal borders

In accordance with the definitions adopted by tkbeBgen Borders Cotléinternal
borders” shall mean the common land borders, imctudiver and lake borders of the
Member States, Member States airports for domégjtits and sea ports, river and lakes of
the Member States for the links of regular ferry.

Citizens, whether belonging to a third country ojoging the Community right of free
movement, may cross borders in any place withouhgbesubject to a prior check.
Principle enshrined in the Schengen Agreement &51%nder which will be removed
internal border controls is only applicable to coomrborders of Schengen Member States
and does not require the abolition of borders,tas often interpreted. The fact that it will
abolish checks at internal borders shall not affeeiny way the controls within the territory.

2.5. Characteristics of border control

The legal basis for the control of these categdeegiven by: Directive no. 38/2004
(Articles 4, 5 and 27) on the right to free movemand residence in Member States for
Union citizens and their family members, SchengerdBrs Code (Article 7) and the
Agreement between the European Community and italdée States, of the one part, and the
Swiss Confederation on the other part, on therfregement of persons.

Before discussing specific border control rules tfegse categories, we must specify
which persons are enjoying the Community right fef movement, but without making
reference to the evolution of the concept and ib®secration in international legal
instruments, European and national.

2.6. The efficiency of border surveillance activity

At the national level, to achieve effective supsiom of the border we are seeking to
adopt, improve and implement best practices of Buhtries. To this end the new design was
implemented surveillance and border control, whicbvides the general framework for a
unitary approach, consistent with European starsdafdecurity concepts and a high level of
border control.

The main purposes of border surveillance, identifiy the Schengen Borders Code
are:

- prevent unauthorized border crossings;
- countering cross-border crime;
- take measures against persons who have crosséadrtier illegally.

2.7. Joint border control

As required by international law, the borders &e='t line which determines the limit
of the territorial jurisdiction of the state" andepent de facto the limits sovereignty, being a
sensitive topic in all countries. Meanwhile, thegass of European integration and regional
cooperation issues grouped border area, often sixeluelationships between two countries,
In a separate chapter. Integration into the Scheagea is directly dependent on the success

! Decision no. 445 of 9 May 2002 for the approval tbé methodological norms of implementing the
Emergency Ordinance no. 105/2001 regarding the btatder.
ZArt. 2, alin. 1
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of each state record in the process of securinig bloeders, including by improving border
control and management by policy standards, priesipnd community requirements.

Usually, by establishing joint control EU countriase pursuing a number of key
objectives such as:

- changing the complicated and lengthy formaliaéshe border crossing operations making
them faster and simpler for individuals and for tt@asit of goods;

- a border control more efficient and transparent;

- reducing the operating costs of border checkppint

- reducing risks of various phenomena difficultdounter, such as corruption and illegal
trafficking of goods and people.

3. Main risksand threats at national security

Sources of instability, dangers and threats amctyr proportional to the evolution of
society, with positive effects, but also many cadictory effects. Interestingly, cross-border
crime is not a product of a civilization or anothes sometimes is understood, but the
degradation of the human condition, the evil thatg increasingly more inside world.

Romania's geo-strategic position makes the Blaek&eindispensable part of Euro-
Atlantic security and prosperity. Many of transoaal threats facing Europe come from this
region. A too much of the Basin is dominated bynernic stagnation, unsafe and insecure
borders, organized crime activities and frozen iethanflicts.

Knowledge advances in threatening rhythms and risasiing rapidly and expanded
spaces. Traditional pre- industrial societies,aratl and regional economies, social attitudes
and behaviors are interrelated and remodels cibns face, everything seems to be heading
inevitably towards global state. At the beginnirigree third millennium it is clear that a new
world is born, even if, in some way at least thneelds continue to exist.

3.1. Operational risk analysis® - Case study

Stadard, risk analysis” is based on geographical demographical and leads to a
description of the areas of high, normal and losk.riThis is used to support the different
needs in surveillance. Another standard procedsireo igather strategical data on illegal
crossings.

3.1.1 Border Crossing Points

In the following we will focus on border crossingipts. Here Schengen Borders
Code requires a 100 % control of persons crossiedorder. Where this requirement is met,
it means that every person will meet with a borgeard. So everyone will have to have
personal travel documents for legal entry or ekdople who do not have travel documents
available will be sent back.

But when they occur due to other types of illegalvdties, they cannot be discovered
during border control measures. Let's take an elaofpllegal crossing of persons inside the
trucks. It is well known that this type of activitsgkes place several times a day along the EU
border. Often it is the poor victim of traffickimgetworks, one that is hidden in the truck, the
person who otherwise will not make any change imssing the border. To control the
contents of a container truck requires a taskrigires a lot of time, X-ray machines, CO2
samples, heartbeat detectors, etc.

3.1.2 Periodical operations

Suppose that during a week a joint operation ismiged, where the idea of action is
to detect activities led by people inside the tringkincreasing control over the day. The
trucks are randomly selected, because the ideaagllect statistical information available. In
a BCP the lower traffic is of 200 trucks per dagcBuse downloading is hard work, the staff
is able to search the 10 trucks, which means 5%thaf total traffic each day.
The following figure shows the situation of 200dka of which 10 (5%) are controlled.

% Adapted from FrontexOperational Risk Analysis 2010-2013.
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200 camioane; 5% control fizic aplicat
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Figure 1. Randomly selected trucks for check
The border guard, reading this, should review tpeafessional history and tell what
conclusions can be obtained after such an operhtion
Author's experience is as follows: The chief whadsponsible will say something
like "The result is zero. The test indicates tinaré are no problems, which is not surprising.
Here in the BCP, there are no problems guidingrineks.

There is another possibility, and it appears attinet of such an operation. In this case,
one of the checks provides a positive result thegal people are discovered in one of the
trucks.

Again, the chief will likely conclude: "We normaltjo not experience any problem on
the issue of people inside the truck. However, \aeehorganized an action. | immediately
arrested a driver who unfortunately decided tahry type of criminal activity.

Resultat = 1 =>concluzia?
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Figure 2. Randomly selected trucks for check wikitive result
Commanders (chiefs) work in a culture where facte eore important than
speculation. Besides, they deal with media. In thisrld there is room for "baseless
speculation”. At this point, we do not deal witle hgenda of local managers and local media.
Concept, which is now the base, is the common Eaodorder control, which has serious
implications for the conditions of life and intehs&curity in the EU Member States. So not to
be caustic, but critical now! Figure describes hibw situation looks in a very important
scenario:
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5% control vs. 5% contaminari?

cu 200 tinte P: 70 lovituri” este 57 %

Figure 3. Truck randomly selected for check withl scenario

Statistical science says the following facts albwiyutrue: if we control 5 % of the
trucks and choose targets randomly from a set 0ft@@cks, and only 5% of trucks carrying
illegal migrants (red trucks), we can find oftemi@. The probability that the result is “zero”
is 57 %.

Zero result does not prove, however, the absencesesious problems. 5%
contamination is an extreme example. The actualle¥ contamination is lower than the
normal considered which in the case study is alagnisuch as the situation at the border
between Austria and Hungary in 2010, when in a mpassed 3,000 Asians).

We should be even more cautious in the case oizangeThe probability of hitting
once is close to 50 % in this awful scenario with &ontamination. Together, the probability
of hitting the “zero” or “one”, is greater than 96. Other findings from this action are often
impossible, even if the threat is very high.

If we make the same extrapolation for the greemdmrthis result “one” suggests the
following: we check 5 % and detect a case. Thatde®5 %, which means 19 other cases of
contamination. The first estimate of the total ffenses is 20 cases. If here we played the
God and created a contamination level of 5%, whigans 10 trucks contaminate, we know
that the real number of facilitating was only 16t 80 as they appear in extrapolation.

Academic Question: We have two responses suggéleectonventional one “no
problem” and the assumed “20 potential cases fifdkang of migrants”?

Mathematically both lose 10 cases. The first suiggéso further action” and the
second can be seen as a “call for serious measumegprove law enforcement”. “Knowing”

that the actual number of trucks involved was 1Bictv reply is more important and more
realistic estimated in this case?

3.1.3 Constant randomly check

Previous chapter analyzes periodic actions wheeskshhandle a small number of
trucks. In statistical terms this is a simple samjaken from a lot smaller. And as we have
seen, there is a high risk of not having hits, efeera relatively high crime rate. Zero findings
are related to a small lot. In large lots we shall encounter such difficulties. How close to
reality are our findings will always depend on #iee of the lot and the number of checked
subjects. It would be interesting to define somsideules for practical application, but they
must be made in another setting.

Here, we see another end of this topic: an unlonité. When the number of trucks
checked is very high, our findings will become aedictable manner. If traffic is

contaminated at 5% level (5% of trucks carrying nangs), 5% of randomly selected checks
will have a positive outcome.

93



EU BORDER CONTROL FOR COMBATING CROSS BORDER CRIME

5% control constant aleatoriu vs. 5% contaminari;

Rezulta in medie 1 lovitura/20 controale
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Figure 4. Randomly selected trucks for predictielsult
Also in this case, it is important to see all thatistical figures: the control of 5% of
the trucks we find only 5% of smuggling activitiednnual result of BCP should then be
multiplied by 20 to achieve a valid estimate of théal number of illegal activities. This,
extrapolation "is the same as that applied in itts¢ ihstance about green border surveillance.
3.1.4 Targets

As the above examples show, random control is ent gffective and comprehensive.
Even large work load leads to poor results, andvtist majority of illegal activities remain
undetected.

Profiling was described earlier as a function, veh@eformation based on information
value is used to select targets for control. Thisuéd lead to more accurate and thus more
cost-effective and better preventive effect.

Let us agree to our example of profiling, joint cgge@ns where trucks are sought

during exercise. Information workers made risk pesfto be pursued in this exercise. When
goods, etc.

referring to trucks, indicators can be as followsuntry of origin, owner, route, type of

5% TINTE CERCETATE

(O CAUTARE

i

PROFIL DE RISC

Again, technical and human resources in the BC&wvatinly 10 checks during the
operation. The next figures show checks based @ifilgiron.
Risk profile does not cover all the crim@% of the border crossingstake placein
thetrucksthat correspond to therisk profile.
The estimated number of hits is 3.5 probably bexaus hit three or more trucks.
Very different from the previous example, whereatltio hit just O or 1 truck? and again, it is
important to see what's behind the statistics. Thmge you will not have to multiply

detections in the way we did in the previous onee €rowd is now the corresponding risk

profile. We searched 50 % of them and found thitegal cargos. Conclusion: the 20 trucks
that match the risk profile is an average of 2x3cases in total.
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One can now say that | have done is not enougbuatariminal activity: even if we
stopped three trucks, seven have passed so the @iprofitable. This conclusion is valid
only if we talk about organizing an operation ahde leave things the same after that. But if
you maintain this level of control (50 % searcheshie group corresponding risk profile), the
arrest rate is huge and very soon will reduce allegossings. Why?

First, the result of arrest is very damaging fa gerson involved. In this case, these
losses count more than any potential paymentdlégal transportation of people.

Another aspect is that maintaining a constant o$kbeing searched, will make
systematic illegal activities of the same individuecome impossible: the risk of being
arrested accumulates over time. The following gi@aghows the progress over a year. This
truck illegally transports people once a monththé BCP, every time he encounters a risk of
arrest of 30 %.

feb march april may june july

Figure 1. Constant risk for offenders to be seaiche
The probability of being arrested is almost 50%-&bruary and June and is almost
certain that this truck would be seized. Even alisk of arrest will block these facilitators to
operate continuously. In this example the levebafder control is 30%. Much lower than is
usually effective.
Let us have one more look at the figures regargnogjlation.

5% TINTE CERCETATE
=>3,5 LOVITURI!

Figure 7. Risk profile of the targets
There are 3 trucks in the black area. As all thefiled trucks will be checked, the
other trucks will not be checked. It is very im@ot to know what trucks will be checked
because this would mean a possibility for a BG éocbrrupt. How do we remedy this? By
distributing the decision making power. This meahat at every orhanizational level
managers may order checks where they considersagdasut the field workers may act upon
their own decision.
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CONTROALE TINTITE + LIBERTATE DE
ACTIUNE

=> Cel mai bun efect si fara brese in sistem!

Figure 8. Hit check and intelligence

A good analyst should be able to show how eachasmen can be foreseen. This
could be done by paying attention on the initiagtdas or risk indicators of operational level.
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