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Abstract

Intrusion detection models often show substantial performance discrepancies across network se-
curity datasets, even under identical feature representations and learning paradigms. Models that
perform well on edge-oriented datasets frequently degrade when applied to large-scale and hetero-
geneous datasets such as ToN-IoT. Existing studies mainly attribute this issue to model limitations,
while data-level temporal and structural characteristics remain underexplored. This paper proposes
a data-centric attack-chain framework to analyze intrinsic detection difficulty across datasets. Us-
ing a unified attack chain construction protocol, we conduct a comparative analysis of Edge-IIoTset
and ToN-IoT, focusing on attack chain length distributions, inter-event temporal intervals, stage
transition dynamics, and structural complexity. Robustness is evaluated under multiple chain seg-
mentation thresholds. Results show that ToN-IoT exhibits long-tailed chain distributions, sparse
temporal organization, and degraded attack-type label transitions, which weaken stable temporal
dependencies and hinder cross-dataset generalization. These findings provide a data-level explana-
tion for performance degradation and highlight the importance of temporal attack chain analysis
in intrusion detection evaluation.

Keywords: Intrusion Detection; Attack Chain Analysis; Temporal Heterogeneity; Dataset
Bias; Data-Centric Security Analysis.
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1 Introduction
With the expansion of Internet of Things (IoT) infrastructures and large-scale networked systems,

modern network environments have become increasingly distributed, heterogeneous, and dynamic [1].
Correspondingly, cyberattacks have evolved from isolated events into complex, multi-stage processes
unfolding over extended time periods. As a core component of network defense architectures, intru-
sion detection systems (IDS) are responsible for identifying malicious activities from massive volumes
of network traffic. In recent years, machine learning and deep learning techniques have been widely
adopted in IDS research and have demonstrated promising detection performance across multiple
public benchmark datasets [2]. However, cross-dataset evaluations consistently reveal substantial per-
formance inconsistencies, even when intrusion detection models are trained and tested under identical
feature representations, model architectures, and training protocols. In particular, models that achieve
near-perfect performance on edge-oriented datasets such as Edge-IIoTset often suffer significant per-
formance degradation when directly applied to larger-scale and structurally more complex datasets,
including ToN-IoT. Motivating empirical evidence for this phenomenon is illustrated in Figure 1.

Figure 1: Motivating Evidence

Existing studies commonly attribute the aforementioned performance gap to factors such as do-
main shift, class imbalance, or insufficient model generalization capability. However, these explana-
tions largely remain within a model-centric analytical paradigm and fall short of addressing a more
fundamental question: why the data itself becomes difficult to learn. We argue that cross-dataset de-
tection difficulty is, to a large extent, rooted in differences in the temporal and structural organization
of attack behaviors. Specifically, different datasets may exhibit distinct attack-chain compositions,
temporal distributions, and stage evolution patterns. These factors directly affect a model’s ability
to capture attack semantics and temporal dependencies. To this end, this work adopts a data-centric
explanatory perspective on attack-chain analysis and proposes an analytical framework for character-
izing and explaining the temporal heterogeneity of attack chains in network security datasets. Rather
than improving detection models, the proposed framework aims to explain how dataset-level temporal
organization constrains learnability. The overall workflow of the proposed framework is illustrated in
Figure 2.
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Figure 2: Conceptual framework for analyzing temporal heterogeneity of attack chains across loT
security datasets

Under a unified and reproducible attack-chain construction protocol, the proposed framework con-
sistently models attack events and conducts a systematic analysis along multiple dimensions, including
attack-chain length, inter-event temporal intervals, attack-type label transitions, and structural com-
plexity. In addition, a lightweight and stable learning behavior probe is introduced to reveal how
different datasets respond to an identical learning process under consistent training conditions. The
main contributions of this work are summarized as follows:

(1) We propose a unified and reproducible framework for attack-chain construction and analysis,
with a focus on data-centric characterization of temporal organization.

(2) We systematically reveal significant heterogeneity in the temporal organization of attack chains
across different IoT security datasets, highlighting its role as a key data-level factor affecting learn-
ability.

(3) We provide a data-level explanation for the higher intrinsic detection difficulty of ToN-IoT,
by identifying temporal sparsity, long-tailed structures, and degraded stage transition patterns as
fundamental constraints on learnability.

(4) We design and implement a unified learning behavior probe, which isolates data-induced effects
under controlled settings and supports explanatory analysis of cross-dataset generalization.

2 Related Work

2.1 Intrusion Detection and Cross-Dataset Generalization in IoT and Industrial
Networks

With the continuous expansion of Internet of Things (IoT) and Industrial Internet of Things (IIoT)
systems, network environments have become increasingly heterogeneous, characterized by complex
communication patterns and diverse attack behaviors. Traditional intrusion detection approaches
that rely on static rules or shallow feature representations have gradually exposed limitations in gen-
eralization under such environments. In recent years, machine learning and deep learning techniques
have been extensively adopted for intrusion detection tasks and have achieved strong detection per-
formance on multiple public benchmark datasets [3]. To support data-driven security research, the
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community has developed a variety of publicly available datasets targeting IoT/IIoT scenarios, includ-
ing ToN-IoT [? ], Edge-IIoTset [6], Bot-IoT [7], IoT-23 [8], and CICIoT2023 [9]. These datasets
differ substantially in terms of data collection environments, attack types, and labeling strategies,
and have been widely used to evaluate the effectiveness of intrusion detection models across diverse
application scenarios [10]. However, numerous studies have shown that models achieving superior
performance on a single dataset often suffer significant performance degradation in cross-dataset eval-
uations. This phenomenon has been repeatedly observed in comparative studies involving classic
benchmark datasets [11] and has been shown to be prevalent in IoT/IIoT contexts [12]. Recent
work further indicates that variations in data collection environments, attack behaviors, and data
organization strategies across different IoT/IoMT datasets can directly influence intrusion detection
outcomes, highlighting the necessity of accounting for dataset-specific characteristics when analyzing
detection performance [13].

2.2 Attack-Chain Modeling and Temporal Organization Characteristics

Attack chains and the Cyber Kill Chain have been widely employed to characterize the multi-stage
evolution of complex cyberattacks and play an important role in threat analysis and defensive decision-
making. Existing studies commonly model and analyze multi-stage attack behaviors using rule-based
event correlation, attack graph models, or stage partitioning strategies that rely on prior knowledge
[14]. Some works further adopt statistical analyses to characterize the overall distribution of attack
traffic or events, as exemplified by analytical studies on datasets such as IoT-23 [15]. However,
most attack-chain–related research primarily focuses on logical relationships between attack stages,
path reachability, or attack pattern identification, while relatively little attention has been paid to the
systematic analysis of how attack events are temporally organized at the dataset level. Characteristics
such as temporal continuity of attack events, inter-event interval distributions, long-tailed attack-chain
structures, and degraded stage transition patterns are often implicitly assumed to be comparable
across different datasets. This assumption, however, remains insufficiently validated under cross-
dataset settings [16]. The lack of explicit consideration of temporal organization properties limits the
ability of existing attack-chain models to explain performance discrepancies observed in cross-dataset
intrusion detection. Although sessionization or event aggregation mechanisms have been introduced
in intrusion detection research [17], their primary objective is still to improve detection performance
rather than to systematically analyze the learnability differences of attack-chain temporal structures
themselves.

2.3 Dataset Bias and Data-Centric Security Analysis

In recent years, machine learning research has gradually shifted from a paradigm centered on
model architectures and training strategies toward a data-centric analytical perspective, which em-
phasizes the decisive role of data distributions, structural complexity, and data collection processes in
determining model performance [18]. In the field of network security and intrusion detection, exist-
ing studies have investigated issues such as dataset bias, class imbalance, and distribution drift, and
have proposed domain adaptation, transfer learning, and federated learning techniques to mitigate
performance degradation under cross-domain settings [19].

In addition, to address concept drift and long-term distributional changes, some studies have
introduced memory replay or online updating mechanisms to enhance model robustness in dynamic
environments [20]. Although these approaches improve detection performance under cross-domain
or cross-temporal conditions to some extent, their primary focus remains on model-level optimization
or adaptation [19]. Relatively little attention has been paid to explaining learnability differences of
attack behaviors across datasets from the perspective of data structure itself, which limits a deeper
understanding of the mechanisms underlying cross-dataset intrusion detection failures.

2.4 Positioning and Research Paradigm of This Work

In summary, although extensive research has been conducted on IoT/IIoT intrusion detection
models, attack-chain modeling techniques, and cross-domain adaptation strategies, there remains a
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lack of in-depth and reproducible studies on how temporal and structural differences in attack chains
systematically affect cross-dataset detection difficulty. Most existing work addresses cross-dataset
performance degradation from the perspectives of model architecture design or training strategy opti-
mization, while the temporal and structural organization of attack behaviors at the dataset level has
received comparatively limited attention.

In contrast to prior studies, this work conducts a systematic comparative analysis of the temporal
organization and structural dynamics of attack chains in the Edge-IIoTset and ToN-IoT datasets under
a unified attack-chain construction protocol and controlled learning settings. Rather than proposing
a new detection model, we adopt a data-centric analytical perspective and treat learning models
as controlled learning behavior probes to reveal the intrinsic impact of attack-chain temporal and
structural properties on detection learnability.

Unlike traditional attack-chain or session-based studies, which primarily aim to improve detection
performance or describe attack behavior patterns, this work introduces a fundamentally different
analytical paradigm.

Our framework is not designed to enhance model performance, but to explain learnability from
a data-centric perspective. By fixing model architectures and training protocols, we isolate dataset-
level temporal and structural properties as independent variables, enabling a causal interpretation of
cross-dataset generalization gaps.

This paradigm shifts the focus from “how to design better models” to “how data organization
constrains learning,” thereby extending attack-chain analysis from descriptive modeling to explanatory
analysis.

To further clarify the positioning of this study within the intrusion detection research landscape,
Figure 3 provides a conceptual characterization of existing IDS research paradigms along two dimen-
sions: model-centric versus data-centric and detection performance versus structural interpretability.

Figure 3: Positioning of intrusion detection research paradigms: model-centric vs data-centric and
performance vs interpretability.

As illustrated in the figure, existing studies predominantly focus on model-centric performance
optimization or attack-aware modeling strategies, whereas this work concentrates on the temporal
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and structural organization of attack chains at the dataset level, and explains the fundamental causes
of cross-dataset detection performance degradation through structured analysis.

3 Methodology
To systematically characterize differences in the temporal and structural organization of attack

behaviors in network security datasets, this work proposes a data-centric attack-chain temporal het-
erogeneity analysis framework. Unlike research paradigms centered on detection performance opti-
mization, the proposed methodology does not aim to improve model accuracy. Instead, by fixing
learning conditions, it examines whether attack behaviors exhibit stable and learnable temporal struc-
tures at the data level, thereby revealing the structural origins of intrinsic detection difficulty across
different datasets.

The overall analysis workflow is illustrated in Figure 4 and consists of three main stages:(1) data
preprocessing and attack event modeling;(2) unified attack-chain construction;(3) analysis of attack-
chain temporal and structural heterogeneity.The core idea of this workflow is to compare attack-chain
characteristics across different datasets under fully consistent modeling and analytical rules, so that
observed performance discrepancies can be attributed, as much as possible, to data structure itself
rather than to model design or training strategies.

Figure 4: Unified attack-chain construction and temporal heterogeneity analysis framework

3.1 Problem Formulation and Analysis Objectives

In network security datasets, attack behaviors are typically recorded in the form of discrete events.
Each event is associated with a timestamp, communication features, and labels indicating the attack
type. Learning-based intrusion detection models generally make an implicit assumption that attack
behaviors exhibit a certain degree of temporal continuity and structural stability along the time axis,
enabling statistical learning methods to capture attack patterns.This assumption implies that when
temporal continuity is violated, the stability of learned patterns may be compromised, leading to
degraded detection and generalization performance.

Instead of focusing on detection capability, this study examines whether differences in temporal
and structural organization of attack events disrupt the estimation of stable temporal dependencies,
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thereby degrading detection and generalization performance. Let the set of attack events be defined
as:

E = {ei = (ti, xi, yi)}N
i=1

where ti denotes the timestamp of the i-th event, xi represents its network traffic feature descrip-
tion, and yi indicates the corresponding attack type label(used as the stage indicator in this study).
An attack chain is then defined as an ordered sequence of events that satisfies temporal continuity
constraints:

C = {ek, ek+1, . . . , ek+m}

The temporal continuity constraint between adjacent events is defined as:

∆ti = ti+1 − ti ≤ τ

where τ denotes the chain segmentation threshold. It should be emphasized that this work does
not assume any specific value of τ to be optimal. Instead, the robustness of the observed differences
is examined through subsequent sensitivity analysis.

3.2 Unified Attack-Chain Construction Protocol

To ensure the comparability of analytical results across different datasets, a unified attack-chain
construction protocol that does not depend on dataset-specific characteristics is adopted throughout all
experiments. Specifically, attack events are grouped within a consistent communication scope defined
by source–destination pairs combined with protocol information (i.e., flow-level aggregation). This
design minimizes the impact of subjective modeling choices on the results. In cases where identifiers
are missing or ambiguous, events are filtered or assigned based on the closest available communication
attributes to avoid incorrect chain merging.

Subsequently, events are grouped incrementally according to the temporal continuity principle:
when the time interval between adjacent attack events exceeds the threshold τ , the current attack
chain is segmented into an independent instance. The same procedure is applied across all datasets
without dataset-specific adjustments.

The unified attack-chain construction protocol follows the principles below:Only events labeled as
attacks are considered;A fixed temporal threshold τ is used for chain segmentation;Original attack type
labels are retained as node attributes and directly used as stage indicators in subsequent transition
analysis.

By adopting a unified attack-chain construction protocol, this work minimizes the potential impact
of subjective modeling choices on the analytical results, ensuring that the observed differences primarily
reflect intrinsic disparities in the temporal organization of attack behaviors across datasets.

It should be noted that the proposed attack-chain construction approach is conceptually aligned
with the widely adopted sessionization modeling paradigm in intrusion detection research, which
aggregates temporally adjacent attack events into semantically coherent attack instances to capture
behavioral continuity and contextual structure.

Table 1 summarizes the key parameters and configuration settings used throughout the attack-
chain construction and analysis process, thereby ensuring that cross-dataset comparisons are con-
ducted under controlled and reproducible conditions.

3.3 Modeling Temporal Organization Characteristics of Attack Chains

The temporal organization of attack chains determines the length and continuity of temporal con-
text available to learning models and constitutes a critical data-level factor influencing the learnability
of intrusion detection. To characterize differences in the temporal organization of attack behaviors
across network security datasets, this work models attack-chain temporal properties from two per-
spectives: the distribution of attack-chain lengths and the inter-event time intervals between adjacent
attack events.
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Table 1: Parameters for attack-chain construction and analysis
Parameter Value / Range Description
τ {1, 2, 5, 10, 30} s Time threshold for attack-chain segmentation
ϵ 1 × 10−6 Numerical constant to avoid log(0)
Feature Dim 42 Unified feature space after feature alignment
Model Fixed MLP probe (3-layer,

256 hidden units, ReLU,
dropout=0.2)

Controlled learning probe

Training Protocol Fixed Identical optimizer and training epochs
across datasets

Figure 5: Conceptual illustration of temporal organization patterns in attack chains

Figure 5 provides a conceptual comparison between Edge-like and ToN-like temporal organization
patterns of attack chains. The former typically exhibits compact and temporally continuous chains,
whereas the latter is characterized by long-tailed, sparse, and irregular temporal structures. This
intuitive contrast motivates the subsequent quantitative modeling and statistical analysis.

3.3.1 Modeling Attack-Chain Length

The length of an attack chain is defined as the number of attack events contained in a single chain:

LC = |C|= m + 1

Attack-chain length reflects the ability of attack behaviors to form continuous temporal context
along the time axis. The length of an attack chain is defined as the number of events it contains. It
reflects the extent to which attack behaviors form continuous temporal context.However, excessively
long-tailed or highly irregular chain distributions may introduce noise and reduce the consistency of
temporal patterns, thereby negatively affecting learnability.

To characterize the long-tailed properties of different datasets, this work analyzes the attack-chain
length distribution and its empirical cumulative distribution function (ECDF):

FL(l) = P(L ≤ l) = 1
M

M∑︂
j=1

1(Lj ≤ l)

3.3.2 Modeling Inter-Event Temporal Intervals

The inter-event time interval ∆ti describes the temporal density of adjacent attack events and
serves as a key indicator of attack continuity. Larger inter-event intervals indicate increased temporal
sparsity, which weakens the estimation of continuous dependencies.

To capture temporal differences spanning multiple orders of magnitude, inter-event intervals are
modeled on a logarithmic scale:

gi = log10(∆ti + ϵ)

where ϵ is a small constant introduced to avoid log(0).
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3.3.3 Modeling Attack attack-type label transitions

In this study, attack stages are directly represented by the original attack type labels provided
by each dataset.Beyond temporal scale, the evolutionary patterns of attack behaviors across different
stages constitute an important structural assumption for learning models. To characterize the dynamic
evolution of attack stages, an attack stage transition matrix is constructed as:

Pij = P(St+1 = j | St = i)

This matrix describes the stage-level evolution of attack behaviors, and its structural stability
directly affects a model’s ability to learn attack paths.

3.4 Structural Complexity Metrics and Learnability Indicators

To further characterize the structural organization of attack chains, this work introduces multiple
structural complexity metrics, which are treated as indirect indicators of attack behavior learnability.

Branching Factor: measures the number of alternative branches available in attack-type label
transitions.

B = 1
|S|

∑︂
i∈S

|{j : Pij > 0}|

Stage Entropy: reflects the uncertainty of stage evolution.

H = −
∑︂
i∈S

πi

∑︂
j∈S

Pij log(Pij + ϵ)

where πi denotes the stationary probability of stage i.
Repetition Ratio: measures the degree of adjacent stage repetition and is used to characterize

long but low-information-density degenerate chains.

R = 1
L − 1

L−1∑︂
u=1

1(Su = Su+1)

These metrics serve as indicators of structural regularity and learnability of attack behaviors.Specifically,
Stage entropy measures the uncertainty of stage transitions, where higher values indicate less pre-
dictable patterns.The repetition ratio captures structural redundancy, where excessive repetition may
reduce effective information density and limit the learnability of attack patterns.

3.5 Sensitivity Analysis and Robustness Verification of the Chain Segmentation
Threshold

Given that attack-chain construction relies on the temporal threshold parameter τ , a systematic
sensitivity analysis is conducted over the following set of threshold values: [τ ∈ {1, 2, 5, 10, 30} s].

These values are selected to cover a range of temporal scales commonly observed in IoT environ-
ments, from short bursty communication patterns to more temporally sparse and intermittent attack
behaviors.For each value of τ , attack-chain statistics and the corresponding stage transition matri-
ces are generated, and key metrics are summarized across different thresholds to form a robustness
evaluation table. To quantify whether relative differences vary with respect to τ , a metric difference
function is further defined as:

∆k(τ) = mToN
k (τ) − mEdge

k (τ)

where mk(τ) denotes the value of the k-th statistical or structural metric (e.g., median chain
length, inter-event interval quantiles, entropy) under threshold τ . If the sign and magnitude of ∆k(τ)
remain consistent across different values of τ , the observed inter-dataset difference pattern is considered
robust.
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3.6 Datasets and Experimental Configuration

This study selects Edge-IIoTset, ToN-IoT, and UNSW-NB15 as representative network security
datasets for analysis. UNSW-NB15 is included as a supplementary dataset to further validate the
generality of the findings. All datasets contain timestamp fields suitable for temporal ordering as well
as labeled attack information. To ensure fairness and reproducibility, all data are processed using a
unified preprocessing pipeline, including timestamp normalization, feature field alignment, connection-
state harmonization, and binary attack/normal label generation. The original attack-type labels are
preserved after preprocessing and are directly used in the subsequent structural analysis.All statistical
analyses are conducted under identical experimental environments and configuration settings.

3.7 Learning Behavior Probe and Analysis Pipeline

To establish a systematic link between learning-based detection behavior and attack-chain temporal
structure, we construct a unified learning–analysis pipeline. The purpose of this pipeline is not to
develop new detection models, but to use learning models as controlled probes under fixed training
conditions, in order to reveal dataset-dependent differences in learnability.

By fixing feature representations, model architectures, and training protocols across datasets, the
pipeline minimizes the influence of model design and training variability. Consequently, observed
performance differences can be primarily attributed to intrinsic temporal and structural properties of
attack behaviors.The overall pipeline, illustrated in Figure 6, consists of five stages:

Figure 6: Learning-Analysis Pipeline for Data-Centric Attack Chain Analysis

(1) Feature Representation and Data Preparation
Raw data from different datasets are first aligned into a unified feature space by retaining only

semantically consistent features. Numerical features are normalized, and missing values and outliers
are handled using consistent preprocessing strategies. This ensures that all datasets are represented
under comparable input distributions.

(2) Model Training
Learning models are trained under a fixed architecture and unified training protocol. The goal is

not to optimize detection performance, but to use models as controlled probes that respond to dataset-
specific temporal and structural characteristics. Identical configurations are used across datasets to
ensure comparability.

(3) Prediction Generation
Trained models generate predictions for each event, which are recorded together with timestamps

and attack type labels, forming the basis for subsequent analysis.
(4) Prediction-Based Attack-Chain Reconstruction



https://doi.org/10.15837/ijccc.2026.5.7401 11

Predicted events are reorganized into temporally ordered attack chains following the unified con-
struction protocol. This step transforms independent predictions into structured sequences with ex-
plicit temporal context.

(5) Temporal and Structural Analysis
The reconstructed attack chains are analyzed using the temporal and structural metrics defined

in Sections 3.3–3.5. This enables systematic comparison of attack-chain organization across datasets.
It also reveals its impact on learnability.Overall, the proposed pipeline provides a unified and repro-
ducible framework for linking learning behavior with data-level temporal and structural characteristics,
enabling a data-centric explanation of cross-dataset detection performance differences.

3.8 Probe Model Configuration

To ensure reproducibility, the learning probe used in this study is implemented as a fixed multilayer
perceptron (MLP) under a binary classification setting, where all attack events are grouped into one
positive class and normal events are treated as the negative class. Accordingly, Accuracy, Precision,
Recall, F1-score, and AUC are all computed under the binary setting.

The probe model consists of three fully connected layers with hidden dimension 256. Hidden layers
use ReLU activation, and dropout with a rate of 0.2 is applied after each hidden layer. The output
layer produces a two-dimensional score, followed by softmax for binary classification.

Training is performed using the AdamW optimizer with a learning rate of 1e−3, batch size 1024,
and 60 training epochs. The loss function is cross-entropy loss. Early stopping is not applied. To
control randomness, all runs use a fixed random seed of 42 for model initialization, data shuffling, and
training.

No additional class rebalancing strategy (e.g., reweighting or resampling) is applied. The purpose
of this probe is not to maximize predictive performance, but to provide a stable and controlled learning
process for comparing dataset-induced differences in learnability.

4 Results and Analysis
This section presents a series of progressively structured experiments that start from observable

detection performance phenomena and gradually uncover the intrinsic differences in the temporal and
structural organization of attack chains across network security datasets. By doing so, we provide a
data-centric explanation for the degradation of cross-dataset detection performance from a structural
perspective. It should be emphasized that the objective of the experiments in this section is not to
evaluate or compare the optimal performance of different models, but rather to verify the prevalence
of performance degradation under controlled learning conditions and to further analyze its structural
causes at the data level.

4.1 Cross-Dataset Detection Performance Analysis Based on Learning Models

Before conducting an in-depth analysis of the temporal and structural characteristics of attack
chains, we first examine detection performance to verify whether stable and significant performance
discrepancies objectively exist across different network security datasets. To this end, representative
learning-based intrusion detection models are evaluated under various dataset configurations using a
unified feature space and a consistent training protocol.

The purpose of this subsection is not to establish a performance benchmark, but to confirm—through
reproducible experimental results—the existence of cross-dataset performance degradation under con-
trolled learning conditions, thereby providing direct motivation for the subsequent attack-chain-based
structural analysis [9].

4.1.1 Experimental Setup and Data Partitioning

To ensure the comparability of experimental results, multiple representative training–testing con-
figurations are designed and evaluated under identical feature representations and a unified training
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pipeline, aiming to systematically characterize how different network security datasets influence model
learning behavior. Specifically, the experimental settings include the following scenarios:

In-domain evaluation:
Training and testing are conducted on the same dataset, including Edge → Edge and ToN →

ToN, representing standard detection scenarios in edge environments and large-scale complex network
environments, respectively;

Direct cross-dataset evaluation:
Models are trained on one dataset and directly tested on another (e.g., Edge → ToN and ToN →

Edge) to assess cross-dataset generalization capability without any adaptation [21];
Cross-dataset adaptation:
Models are first pre-trained on a source dataset and then fine-tuned using a limited number of

samples from the target dataset, with evaluations performed on both source and target test sets to
analyze the effect of transfer learning on cross-dataset detection performance [22];

Reverse validation:
The roles of source and target datasets are swapped for the above configurations to verify whether

the observed performance discrepancies are direction-independent and structurally consistent.
Together, these experimental configurations cover a wide range of learning scenarios, from in-

domain detection and direct cross-dataset evaluation to adaptation and reverse validation, enabling a
systematic comparison of dataset-dependent learning behavior under identical learning conditions.

4.1.2 Detection Performance Comparison Results

To characterize learning behavior differences under both in-domain and cross-dataset conditions,
Table 2 reports the detection performance of the probe model across multiple settings, including
in-domain evaluations (Edge → Edge, ToN → ToN, and UNSW → UNSW), cross-domain transfers
(Edge → ToN and ToN → Edge), and an adaptation scenario.The evaluation metrics include Accuracy,
Precision, Recall, F1-score, and AUC.

Table 2: Detection performance under different dataset settings
Category Train → Test Accuracy Precision Recall F1-score AUC
In-domain Edge → Edge 0.9991 0.9975 0.9999 0.9987 0.9998
In-domain ToN → ToN 0.9512 0.9452 0.9580 0.9516 0.9896
In-domain UNSW → UNSW 0.9599 0.9642 0.9560 0.9601 0.9932
Cross-domain Edge → ToN 0.5029 0.4039 0.8006 0.5369 0.5940
Cross-domain ToN → Edge 0.6325 0.6012 0.6648 0.6318 0.7124
Adaptation Edge → ToN (fine-tuned) 0.7563 0.7128 0.7435 0.7278 0.8126

It can be observed that the model achieves stable performance under both in-domain settings.
In contrast, a significant performance degradation occurs in the direct cross-dataset evaluation from
Edge to ToN, indicating that cross-dataset generalization failure remains an objective and reproducible
phenomenon even when the input representation and training protocol are strictly controlled [23].The
adaptation results further show that partial performance recovery can be achieved through limited
fine-tuning, although a substantial gap compared to in-domain performance still remains.

It should be noted that the experimental results presented in this study are based on a single
representative learning model. This model is intentionally employed as a controlled learning behavior
probe rather than as a performance-optimized detector. Under this setting, the observed performance
degradation reflects the response of the learning process to dataset organization characteristics, rather
than being attributed to model-specific architectural properties.

The results on the UNSW-NB15 dataset further validate the robustness of the findings, showing
that the model achieves consistently high learnability under the same controlled setting. This indicates
that the observed performance degradation in cross-dataset scenarios is not caused by model instability,
but is closely related to dataset-specific temporal and structural characteristics.
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4.1.3 Summary and Motivation for Further Analysis

In summary, when a learning model is trained on Edge-IIoTset and directly applied to the ToN-
IoT dataset, consistent and significant detection performance degradation is always observed under
controlled learning conditions. Specifically, although the model achieves stable and relatively high
detection performance in both in-domain settings (Edge → Edge and ToN → ToN), its accuracy, AUC,
and other key metrics exhibit a sharp decline in the direct Edge → ToN cross-dataset evaluation, with
some performance indicators approaching the level of random discrimination.

Notably, this performance degradation occurs despite identical feature representations, model ar-
chitectures, and training procedures, indicating that the phenomenon cannot be attributed to dif-
ferences in model configuration or training strategies. Instead, it is more likely rooted in intrinsic
differences in how attack behaviors are organized across network security datasets.

The stable occurrence of cross-dataset performance degradation under controlled learning con-
ditions directly suggests that model generalization failure has a clear data-level origin rather than
arising from incidental training instability or model-specific factors. This observation provides direct
motivation for the subsequent analysis in this study.

Based on these findings, the remainder of this paper shifts focus away from model-level explanations
and instead examines differences in the temporal organization and structural complexity of attack
chains. In particular, we investigate how intrinsic attack behavior organization in different network
security datasets affects learnability, thereby revealing the structural sources of cross-dataset detection
difficulty.

These observations further indicate that cross-dataset performance degradation is unlikely to be
caused by insufficient model capacity or training instability. Instead, they motivate the hypothesis that
fundamental differences in the intrinsic temporal organization of attack behaviors across datasets may
violate the implicit learning assumptions of sequence-based detectors. This observation also suggests
that different model classes may exhibit varying sensitivity to such temporal irregularities, which will
be further discussed in Section 5.

4.2 Overall Temporal Structural Characteristics of Attack Chains

Long and temporally continuous attack chains provide stable sequential context for learning tem-
poral dependencies. As illustrated in Figure 7(a), Edge-IIoTset consistently exhibits such structures
under different conditions, whereas ToN-IoT fails to form comparable temporal contexts even when
the time threshold τ is relaxed.

Under a unified attack chain construction protocol, we systematically compare the temporal struc-
tural characteristics of attack chains in Edge-IIoTset and ToN-IoT across different time threshold
settings τ . The analysis focuses on attack chain length distributions and inter-event temporal interval
characteristics, with the results shown in Figure 7.

(a) attack chain length ECDF (b) log-scale inter-event interval distribution

Figure 7: Temporal organization of attack chains across datasets

(1) Attack Chain Length Characteristics
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Under all τ settings, Edge-IIoTset consistently exhibits a higher average attack chain length, with
the emergence of extremely long chains as τ increases. This indicates strong temporal continuity
among attack events, enabling dense, session-like aggregation over relatively wide time windows. Such
temporal organization facilitates the preservation of multi-stage attack behaviors within a single attack
chain, thereby providing learning models with stable and coherent sequential context.

In contrast, attack chains in ToN-IoT are substantially shorter overall, and their growth with
increasing τ remains relatively limited. This observation suggests a weak temporal aggregation capa-
bility of attack events in ToN-IoT. Even when the chain segmentation constraint is relaxed, sustained
and complete attack session structures are difficult to form. (2) Inter-Event Temporal Interval Charac-
teristics Across all τ settings, the average inter-event time interval ∆t in ToN-IoT is consistently larger
than that in Edge-IIoTset and exhibits a monotonic increasing trend as τ increases. This indicates
that attack behaviors in ToN-IoT are temporally sparser and more irregular, with events commonly
separated by long idle periods and pronounced temporal discontinuities.

Taken together, these results reveal clear differences in the temporal organization of attack behav-
iors across datasets. In Edge-IIoTset, attack events tend to form continuous and compact temporal
contexts, whereas the highly sparse and fragmented temporal structure in ToN-IoT weakens effective
temporal continuity. As a result, multi-stage attacks are less likely to establish stable sequential de-
pendencies within limited time windows, thereby reducing the ability of learning models to reliably
capture attack patterns from a data-structural perspective.

To facilitate quantitative comparison of these temporal-structural differences, Table 3 summarizes
key temporal and structural statistics of attack chains in Edge-IIoTset and ToN-IoT under τ = 5 s.

Table 3: Statistical Comparison of Temporal and Structural Characteristics of Attack Chains (τ = 5
s, with 95% bootstrap confidence intervals)

Dataset #ChainsMedian Chain
Length

Mean Gap
(s)

Median
Gap (s)

Branching
Factor

Stage En-
tropy

Repetition
Ratio

Edge-
IIoTset

820 1.00
(1.00–1.00)

0.0766
(0.01–0.15)

0.0027
(0.00–0.04)

1.2085
(1.18–1.24)

1.7777
(1.40–1.87)

0.1048
(0.09–0.12)

ToN-IoT 24087 1.00(1.00-1.00) 1.6307
(1.32–2.00)

1.0000
(1.00–2.00)

1.0665
(1.06-1.07)

1.5397
(1.36–1.62)

0.1257
(0.12–0.13)

Although both datasets exhibit a median chain length of 1, indicating that most attack chains
consist of isolated events, clear differences arise in temporal gaps and structural metrics. Edge-
IIoTset shows extremely small inter-event gaps, reflecting strong temporal continuity, whereas ToN-
IoT exhibits much larger gaps, indicating sparse and fragmented temporal organization.

Moreover, the bootstrap confidence intervals are well separated across datasets, suggesting that
these differences are not driven by chain-count imbalance but reflect intrinsic differences in attack
behavior organization. The statistics in Table 3 provide data-level evidence of systematic tempo-
ral differences between the datasets and establish the basis for subsequent analysis of attack stage
structures.

4.3 Analysis of Attack attack-type label transitions and Structural Dynamics

To further examine the evolutionary patterns of attack behaviors across different stages, this study
constructs stage transition matrices constructed directly from the original attack type labels (treated
as stage indicators) and conducts a comparative analysis of the dynamic stage structures in Edge-
IIoTset and ToN-IoT. The results are illustrated in Figure 8.
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Figure 8: Attack Type Transition Matrices for Edge-IIoTset and ToN-IoT

In Edge-IIoTset, the attack stage transition structure exhibits relatively clear and stable sequential
relationships, with transition probabilities concentrated along a small number of dominant paths. This
structural property indicates strong regularity in attack behavior at the stage level, which facilitates
learning models in capturing stage evolution patterns and forming stable discriminative representa-
tions.

In contrast, the stage transition matrix of ToN-IoT shows pronounced degenerative characteris-
tics: transition probabilities among different stages tend to be more uniformly distributed, and clear
dominant evolution paths are largely absent. This implies that the discriminative power of stage infor-
mation is substantially reduced at the structural level, thereby weakening the effectiveness of attack
type labels in supporting the model’s decision-making process.

4.4 Structural Complexity and Heterogeneity Metrics

Building upon the analyses of chain length and attack-type label transitions, this study further
provides a quantitative characterization of attack chains from the perspective of structural complexity.
Figure 9 summarizes key indicators such as branching factor, stage entropy, and repetition pattern
frequency of attack chains across different datasets.

Figure 9: Structural Complexity Comparison of Attack Chains

The results show that ToN-IoT exhibits significantly higher branching factors and stage entropy
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than Edge-IIoTset, indicating greater uncertainty in stage selection and attack evolution paths. Such
high-entropy structures lead to more dispersed potential evolution trajectories of attack chains, thereby
increasing the difficulty for learning models to capture stable and consistent structural patterns.

At the same time, a large number of repetitive or weakly discriminative stage sequences are ob-
served in ToN-IoT, causing attack chains to exhibit a degenerative pattern characterized by increased
length but reduced information density. This phenomenon suggests that greater structural complex-
ity does not translate into richer discriminative information; instead, it further weakens the model’s
ability to exploit effective structural features.

Similar conclusions have been reported in related studies, which indicate that high temporal un-
certainty in attack behavior and increased complexity of attack path structures substantially raise the
difficulty of learning stable temporal and structural dependencies in intrusion detection tasks [24].

4.5 Sensitivity Analysis of the Chain Segmentation Threshold

To verify whether the above temporal and structural differences are influenced by the choice of
attack chain construction parameters, we conducted a systematic sensitivity analysis on the chain
segmentation threshold τ . Experiments were repeated under different settings of τ ∈ {1, 2, 5, 10, 30}
seconds, and the corresponding results are summarized in Table 4.

Table 4: Sensitivity Analysis of Attack-Chain Statistics under Different τ (with 95% bootstrap confi-
dence intervals for representative metrics)

τ
(s)

Edge
#Chains

ToN
#Chains

Edge Me-
dian Gap
(95% CI)

ToN Me-
dian Gap
(95% CI)

Edge Stage
Entropy
(95% CI)

ToN Stage
Entropy
(95% CI)

Edge Repe-
tition

ToN Rep-
etition

1 1775 48996 0.0026
(0.00–0.09)

0.00
(0.00–1.00)

1.78
(1.06–1.79)

1.54
(1.47–1.58)

0.30 0.06

2 1188 39151 0.0027
(0.00–0.11)

1.00
(1.00–1.00)

1.78
(0.79–1.76)

1.54
(1.43–1.60)

0.07 0.09

5 820 24087 0.0027
(0.00–0.04)

1.00
(1.00–2.00)

1.78
(0.40–1.77)

1.54
(1.36–1.62)

0.10 0.13

10 444 14756 0.0027
(0.00–0.05)

2.00
(1.00–2.00)

1.78
(0.39–1.77)

1.54
(1.27–1.61)

0.14 0.14

30 27 2203 0.0027
(0.00–0.05)

2.00
(1.00–7.00)

1.78
(0.32–1.78)

1.54
(0.97–1.66)

0.36 0.24

Although different values of τ affect the absolute number of attack chains and their lengths, the rela-
tive differences between Edge-IIoTset and ToN-IoT remain highly consistent across all τ settings.ToN-
IoT consistently exhibits larger inter-event gaps and lower stage-structure concentration, whereas
Edge-IIoTset shows more compact temporal aggregation and more stable structural patterns. These
differences are supported by the bootstrap confidence intervals in Table 4, which remain well sepa-
rated across datasets despite large differences in chain counts and this indicates that the observed
temporal heterogeneity is not driven by dataset size imbalance or parameter selection, but reflects
intrinsic differences in attack-chain organization. Consistent effect size patterns across τ further con-
firm the robustness of these findings.Alternative grouping strategies (e.g., host-level aggregation) yield
consistent relative patterns, despite variations in absolute statistics.

4.6 Summary of Results and Mechanism-Level Discussion

Based on the above experimental results, the following conclusions can be drawn at the mechanism
level:

(1)Different network security datasets exhibit significant differences in the temporal and structural
organization of attack chains, and such differences directly affect the ability of learning models to
stably model attack behaviors;

(2)The temporal sparsity, degenerated attack-type label transitions, and high-entropy yet low-
information-density structural characteristics observed in ToN-IoT jointly disrupt the learning of con-
tinuous temporal dependencies and dominant evolution paths from multiple perspectives;

(3)The observed temporal heterogeneity of attack chains remains robust across different chain
segmentation thresholds, validating the reliability and stability of the analysis conclusions.
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Overall, this chapter provides a data-structural explanation for why detection models that perform
well on Edge-IIoTset struggle to generalize directly to large-scale network security datasets such as
ToN-IoT. These findings further highlight the necessity of incorporating a data-centric, attack-chain
temporal structure analysis perspective into the evaluation and design of intrusion detection systems,
rather than relying solely on increased model complexity or enhanced feature engineering.

5 Discussion
This study conducts a systematic investigation into the intrinsic mechanisms underlying intrusion

detection performance discrepancies across network security datasets, from the perspective of tempo-
ral and structural organization of attack chains. Unlike prior studies that predominantly attribute
detection performance degradation to model architectures or training strategies, this work performs
a controlled comparative analysis of Edge-IIoTset and ToN-IoT under a unified learning paradigm
and identical feature configurations. The results demonstrate that even under fully controlled learn-
ing conditions, significant and stable performance differences persist, and their root cause lies in the
intrinsic heterogeneity of attack-chain temporal organization and structural complexity.

From a mechanistic perspective, the temporal organization of attack chains directly determines
the quality of sequential context available to learning models. In Edge-IIoTset, attack behaviors typ-
ically exhibit short and stable inter-event intervals, strong temporal continuity, and clear attack-type
evolution patterns. These characteristics align well with the implicit assumptions of most sequence-
based and structured learning models regarding stable dependencies, thereby facilitating the learning
of consistent and reusable attack patterns. In contrast, attack chains in ToN-IoT commonly present
long-tailed length distributions, sparse and irregular temporal gaps, and degenerated stage transition
structures. Such properties introduce pronounced temporal discontinuities, which jointly undermine
the model’s ability to effectively capture attack context across multiple dimensions.

These findings provide a data-structural explanation for a long-observed but insufficiently under-
stood phenomenon: detection models that perform well on edge-oriented datasets often fail to gener-
alize directly to larger-scale and structurally more complex network security datasets. The inclusion
of UNSW-NB15 further demonstrates that this pattern is not limited to the two primary datasets,
but persists across datasets with different scales and collection settings.Furthermore, the results indi-
cate that when attack chains exhibit high temporal and structural heterogeneity, improvements based
solely on increased model complexity or optimized training strategies are often insufficient to overcome
the fundamental learning bottlenecks imposed by data organization.

In addition, the identified temporal and structural heterogeneity may affect different model classes
in distinct ways. Sequence-based models (e.g., RNNs or Transformers), which rely on temporal con-
tinuity and contextual dependencies, are more sensitive to irregular temporal gaps and disrupted
attack-type label transitions, whereas non-sequence-based models may be less affected due to their
reliance on local feature distributions.

This suggests that the impact of dataset-level temporal organization varies across model types, and
that improving generalization in complex datasets may require model designs that explicitly account
for temporal heterogeneity. This observation is derived from data-level analysis and has not been
explicitly validated through comparative experiments.

Therefore, the key contribution of this work lies not in proposing a new detection model, but in
revealing that dataset-level temporal organization acts as a fundamental determinant of learnability,
thereby shifting intrusion detection research from a model-centric optimization paradigm toward a
data-centric explanatory paradigm.

Despite the effectiveness of the proposed analysis framework in revealing intrinsic dataset dif-
ferences, several limitations remain. First, attack-chain construction primarily relies on temporal
continuity assumptions. Although multi-threshold sensitivity analyses confirm the robustness of the
main conclusions, incorporating more sophisticated event correlation or causal modeling mechanisms
may further enhance the fidelity of attack-chain representation. Second, this study focuses mainly
on temporal and label-level transition structure of attack behavior, while deeper modeling of traffic
semantic features remains an important direction for future extension.
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From an engineering and practical perspective, these findings offer direct implications for the
design and deployment of intrusion detection systems. In network environments where attack chains
are temporally compact and well-organized, existing learning-based models can generally achieve stable
detection performance. However, in scenarios characterized by highly sparse and disordered attack
behavior, effective detection may require the integration of multi-scale temporal modeling, structural
preprocessing, or data-level diagnostic mechanisms to mitigate the adverse effects of attack-chain
temporal heterogeneity.

More specifically, these findings suggest that (1) dataset construction should preserve temporal
continuity and realistic attack progression patterns; (2) preprocessing strategies such as temporal
segmentation or adaptive time-windowing may help alleviate temporal sparsity; and (3) model de-
sign should explicitly incorporate temporal-aware mechanisms, such as sequence modeling or hybrid
architectures that combine temporal and local feature representations.

6 Conclusion
This study systematically investigates the intrinsic causes of cross-dataset intrusion detection per-

formance degradation from a data-structural perspective, with a particular focus on how the temporal
and structural organization of attack chains affects detection learnability. The results indicate that
the performance degradation observed on the ToN-IoT dataset is not merely attributable to increased
attack-chain length or higher structural complexity. Instead, it primarily stems from fundamental
differences in the temporal organization of attack behaviors.

Compared with Edge-IIoTset, ToN-IoT consistently exhibits larger inter-event time gaps and
stronger temporal sparsity and irregularity across different time-threshold settings. Such temporal
characteristics hinder multi-stage attacks from forming stable contextual representations within lim-
ited time windows, thereby weakening the model’s ability to effectively learn and exploit sequential
dependencies.

Further analysis demonstrates that even under strictly controlled conditions—where the feature
space, learning paradigm, and training protocol are fully unified—detection models still struggle to
achieve stable generalization in cross-dataset scenarios. This observation suggests that the intrin-
sic temporal structure of attack chains constitutes a critical data-level factor constraining detection
performance, independent of model architecture or training strategy.

By adopting a data-centric analytical framework, this work provides a new perspective for un-
derstanding the long-standing challenges of cross-domain generalization in intrusion detection. The
findings further imply that future research should incorporate systematic diagnostics of attack-chain
temporal organization prior to model evaluation and method design, in order to support more reliable
and interpretable conclusions regarding cross-dataset detection performance.
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